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The IT and OT Cybersecurity domains

» IT: Information Technology
« OT: Operational Technology Systems

Control
Systems
,(‘-«

« Industrial Controllers (PLC,
DCS, SCADA) & 1/0

* Telecom, Signalling and IXL networks « Hardened PCs & Servers
. * Industrial Networks
are concerned by OT cybersecurity

* Office PCs, Printers
* Web/App/Data/Email Servers
* TCP Networks

Manage Physical Processes OT IT Manage Information

* Sensors (Temp, Pres, etc)
- Standards: i i n Ig?i"f,i‘phones
IT: 150 27.001 oo poshers 49
OT: IEC 62443 Devices
FUtU re TS 50701 Industrial IT and OT Systems and Devices

dedicated for Railway
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A shortage of Cybersecurity is a Big Stop Sign

Lack of Visibility

How do you monitor railway critical assets and mission-critical activity?

Much Higher Complexity WYy

Multi-environment, cross-generation equipment and proprietary technologies

Safety and Resilience Concerns

Challenging system credibility and business continuity

Moving to Digital and Autonomous Operations

Cloud-based, fully automated and machine-to-machine communications
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Railway Cybersecurity Challenges

- Attack can come

From outside of the organization
- From inside of the organization

- Security is never ending
Daily new attack

- Railway equipment
Old equipment
- Reluctant to upgrade industrial equipment

- Heterogeneous and proprietary technologies

Telecom: from SS7 to IP
- Signalling: from legacy to ETCS
- Interlocking: from mechanical to IP
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Common &
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Can be difficult
to deploy
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(vendor only)

Slow (vendor
specific,
compliance

testi
requir'::%)

Legacy based -
unsuitable
for modern

security

SECURITY INFORMATION
TOPIC TECHNOLOGY

L e VTRl Delays are usually
CONTENT accepted

Delays are usually
accepted

Good in both

pnvate
and public sector

Secure

OPERATIONS
TECHNOLOGY

Critical due to
safety

24 x 7 x 365 x
forever
(Integrity also
critical)

Generally poor
inside the

control zone

Occasional
testing for

Traditionally
good

iebmedia.com source
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fter Japan

A Growing Need

14 people injured a

¢ wa
driverless train §0€s wrong Way
O ~$1M average loss
for every one hour of
I'aﬂway service disruption
) MARCH 4TH, 2019, G HNOLOUT NEWS .
/ . O Reputational damage

: . a (@) safety reliability
to rallway Com' is compromised

At ha
1 an Monday !
;L'n\} SA10 s

~Municipal ‘l-l»-‘m\pu!l.lllul‘n Af " foreed it10 offet
weer Jalpur Metro alerted of 3 possible (@ Resuitory impications
containé CYber attaCk under GDPR and NIS
Directive compliance

free sen

A\(I’(‘ ¢ r i 5
¢ alert, the Jaministro. ! mok ¢
v jaIp tro od stratio as slarted J b
/ {4 ( s LyDé

advisory with the help of experts
AN+ December 12,2019, 1819 7 O Human lives are at risk
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OT Attacks are not legends: 2G/3G

MNO example: RAILWAY: What about your network ?
- SMS firewall can be bypassed if hacker knows the - More than 80%* of the MNO operators
direct MSC global title monitor for abnormal SMS activities. And you ?

- Tobias Engel source: . - Here is an example of a real Railway where
- Locates German T-Mobile and Vodafone MSC Global Title is not crypted:

mobiles via MSC Global Title

ISC (Mobile Switching Center) (8)

AP, TCAP SSN linked to GSM_MAP

fffff

» GSM Mobile Application
sssssss

*. ENISA Source
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OT Attacks are not legends: 2G/3G

MNO: Railway: What about your network ?
Russia attacks the Ukrainian network by using All GSM-R networks are interconnected : are
International MTS network identity your Roaming gateway safe?

Expandium/Cervello has been able to access
to GSM-R international IDs.

Actual structure Details
= Based on a non-hierarchical architecture

= 28 physical international GSM-R
interconnections in operation

= Fault tolerant routing scheme for
control (SS7) & user (bearer) traffic

= Latest design, activation with
Routing Data Set (RDS) #9
at 22nd of September 2013

= 13 railways interconnected
A, B,CH,CZ D, DK E,F,
I,N,NL, S, SK

> = Update: once a year -> new RDS
WORKS

*: UIC Source
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Securing Your Operational Infrastructure
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Railway Cyber Security

Unparalleled threat detection accuracy using Zero-Trust framework, machine learning,
and behavior-based analytics

Fully compatible with your existing rail infrastructure, deployed physically or virtually anywhere
Ensures compliance with industry specific regulations, security standards and safety measures

Seamlessly integrates into your existing environment, SIEM/SOC workflows and security tools,
and automatically scales to meet demand with no system changes required

Delivering a fully agnostic service to all equipment types, generations and product lines
Low latency architecture without requiring system downtime

Supporting the entire signalling surface - ERTMS, CBTC, ETCS, GSM-R, FRMCS, RBC, PTC, OBU, IXL
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IEC 62443 / TS 50701: we help you to operate those standards

IEC 62443: Requirements TS 50701: Railway Reference Architecture
SL1: 37 IEC requirements including: '

Monitor access from untrusted networks

Audit records generated by equipment

Protect the integrity of transmitted information
Prohibit unnecessary ports, protocols and services
Track unsuccessful login attempts

SL2: 23 IEC requirements including;:

System shall report list of components

- D‘:L e Gl
° ° ° Track System I

SL3: 30 IEC requirements including: ES & .

; ; ; | | [ | (| | e v s

System shall report unauthorized wireless devices O e e s s |M: . PSR - =

. . . |
System shall ... recognize changes to information , [ |
during communication e =
We cover it
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environment -w e w w w W L —
SIEM D&M  History Log | | ™S HMI SCADA 3 NOC |
Security Operations -~ 3 L. Network Operating
Center (SOC) Center
Restitution
Syslog/API/Broadcast Dashboard
Attack Asset detection & Cyber Threat analysis @ Virtual / Physical
Detection ®
Data Lake :; :i 4 :i
\\: a i \t: . } - am . h am } One-way (mirror ports,
== == mm mm network tap, diodes...)
Field EE “«~---> “«-=--> “~-=—-—->
Trackside Onboard GSM-R, 5G RBC ETCS
interlocking bearer

cenve||o © 2021 Proprietary and Confidential expandium VIAVI

VIAVI Solutions

v‘ 1
Railway Cyber Security VIAVI Solutions




Ce(\\/ellg expandium

a VIAVI Solutions «

Railway Cyber Security

cervellosec.com
expandium.com

CONFIDENTIALITY NOTE
This document contains confidential information. Nothing herein may be copied, reproduced or distributed or
disclosed to any third party in any manner, without prior written authorization from Cervello Ltd. or Expandium




